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Sources 



Well Formed Taxonomies 



Information System Related Processes 

Actions taken through the use of 
computer networks that result in an 
actual or potentially adverse effect 
on an information system and/or the 
information residing therein. See 
incident. (National Information 
Assurance Glossary)   

An attack, via cyberspace, targeting an 
enterprise’s use of cyberspace for the 
purpose of disrupting, disabling, 
destroying, or maliciously controlling a 
computing environment/infrastructure; 
or destroying the integrity of the data or 
stealing controlled information. (National 
Information Assurance Glossary)  



Information System Attack 



Information System Countermeasure 



Person Roles 

Individual responsible for the information 
assurance of a program, organization, system, 
or enclave.   





Systems 

Definition: Aggregate of individuals, organizations, and/or systems 
that collect, process, or disseminate information, also included is 
the information itself. (JP 3-13 Joint Information Operations)  



Computer Programs 

Small application programs that are 
automatically downloaded and executed 
and that perform an unauthorized function 
on an information system. (JP 3-13)   



Information Content Entities 

1. A list of permissions associated with an object. The 
list specifies who or what is allowed to access the 
object and what operations are allowed to be 
performed on the object.  
 
2. A mechanism that implements access control for a 
system resource by enumerating the system entities 
that are permitted to access the resource and 
stating, either implicitly or explicitly, the access 
modes granted to each entity.   



Integrating Taxonomies 



Intrusion Detection System 



Registration Process 



Cyber Security Use Case 
(next 4 slides) 

• Cyber Threat Analyst  

• Participates in Cyber Threat Detection Process 

• Authors Cyber Incident Report 

• Authors Cyber Forensics Report  

• Shares with Trusted Partners 
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Conclusion 
• Avoid Mass Terms (e.g. Data or Computing) 

• Use Individual Nouns (e.g. Data Set or 
Computing Process) 

• Distinguish 
– Strict “is_a” taxonomy  

• cat is_a mammal 

• storm is_a weather event 

• computer disk is_a information bearing entity  

– Diagram 
• Network Diagram 

• Tree Diagram 

• System Diagram  


